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docunent and the source docunent, the source docunent takes precedence.
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of this docunent. This docunent is NOT a request for proposal, a request for

bid, or a nodification to any contract currently held with the U S. Federal
Gover nnment .

Distribution of this docunent is unlimted.
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STATUS CCDES: M — MANDATCRY, O — OPTIONAL, C -

CONDI TI ONAL

SECTION

FEATURE

STATUS

REMARKS

4

PKIX Repository Objects

M

draft-ietf-pkix-ipki-part1-

06.txt

4.1

End Entities

Auxiliary object class to represent certificate
subjects - pkiUser

Syntax

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {userCertificate}

--ID {iso(1) identified-organization(3) dod(6)
internet(1) security(5) mechanisms(5) pkix(7)
t.b.s.}

< Z5EE| O <

Attribute - userCertificate

<

Must be used to
represent these
certificates in the
directory entry
representing the user

Syntax

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID joint-iso-ccitt(2) ds(5) attributeType(4)
userCertificate(36)

Certification Authorities

Auxiliary object class to represent Certification
Authorities - pkiCA

Syntax

SUBCLASS OF {top}

KIND auxiliary

ZIZIE] O I £ I

MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair}

<

--ID {iso(1) identified-organization(3) dod(6)
internet(1) security(5) mechanisms(5) pkix(7)
t.b.s.}

Attribute - cACertificate

Syntax

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID joint-iso-ccitt(2) ds(5) attributeType(4)
cACertificate(37)

Attribute — certificateRevocationList

draft-ietf-pkix-ipki-part1-

06.txt

Syntax

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE
certificateListExactMatch

ID joint-iso-ccitt(2) ds(5) attributeType(4)
certificateRevocationList(39)

Attribute — authorityRevocationList

Syntax

SO0l 2| 2 I 0 £ R <
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SECTION

FEATURE

STATUS

REMARKS

WITH SYNTAX CertificateList

M

EQUALITY MATCHING RULE
certificateListExactMatch

ID joint-iso-ccitt(2) ds(5) attributeType(4)
authorityRevocationList(38)

Attribute — crossCertificatePair

Syntax

WITH SYNTAX CertificatePair

EQUALITY MATCHING RULE
certificatePairExactMatch

ID joint-iso-ccitt(2) ds(5) attributeType(4)
crossCertificatePair(40)

5.0.1

CRL distribution points

Draft-ietf-pkix-ipki-part1-
06.txt

Object class - cRLDistributionPoint

Syntax

SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName}

MAY CONTAIN {certificateRevocationList |
authorityRevocationList |
deltaRevocationList}

= 0o =22 <

ID joint-iso-ccitt(2) ds(5) objectClass(6)
cRLDistributionPoint(19)

Attribute — certificateRevocationList

Defined above

Attribute — authorityRevocationList

Defined above

Attribute - commonName

Defined in X.509

Syntax

SUBTYPE OF name

WITH SYNTAX  DirectoryString

ID joint-iso-ccitt(2) ds(5) attributeType(4)
commonName(3)

Attribute - deltaRevocationList

Defined in X.509

Syntax

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE
certificateListExactMatch

ID joint-iso-ccitt(2) ds(5) attributeType(4)
deltaRevocationList(53)

Security Considerations

Integrity Service

Digitally-signed certificates

Digitally-signed CRLs

draft-ietf-pkix-ipki-ldapv2-
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